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Security and data overview

How asasii health handles identity, roles, audit, patient data and continuity.

Identity and access
Single sign-on
Multi-factor authentication

Roles

Audit

What is recorded
On every patient

On every episode

Where the data lives

Environment
Residency

Ownership

Maintenance

Patient data

Obligations

Personal data

Clinical systems

Continuity

Backup

asasii health

With the provider's own identity provider
Required on every console

Access to patient records scoped to role

Every change to a record, with who made it
One record, read by registration, billing, claims and the pharmacy

The deposit, the bills, the guarantee letter and the claim, held against the
same episode

The provider's own data centre or cloud account
The provider's decision, not a condition of the product

The provider owns the software outright; its team holds the keys, the
backups and the data

idataraya installs the system and keeps it current

Patient data carries obligations that ordinary business data does not

Stays in the provider's own environment, under the Personal Data
Protection Act 2010

Stay where they are; asasii health covers the administrative work around
care

A drilled backup and restore
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Monitoring Continuous, from within the provider's environment

Response Severity-based response times, measured monthly
Moving across The previous path stays available until the new one is trusted
Integration
Clinical systems idataraya integrates asasii health with the systems the provider already
runs
Payment terminals Driven from the billing screen over ECR
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